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POLICY:    It is the policy of Berrien Mental Health Authority (BMHA) to preserve confidentiality of staff members, contractors and organizational providers with respect to the credentialing process.
PURPOSE:  To assure confidentiality in the credentialing process is maintained.
PROCEDURE(S):
A. Credentialing files and information, along with minutes and records of the Credentialing Committee proceedings, will be maintained in a secure environment with access limited to BMHA staff who provide support to the Director of Provider Network and/or the Director of Human Resources.   At a minimum, the records will be stored in locked file cabinets with access limited to authorized personnel.    

B. Hard copies of credentialing files for individuals and organizations are kept for seven (7) years after the termination of employment/contract.  Hard copies of credentialing records may be destroyed by shredding after they have been kept for the minimum of seven years. Electronic credentialing files are kept indefinitely.  
C. Access to electronic information is limited to a “need to know” basis.  BMHA will limit electronic files access to authorized personnel only, which may include Credentialing Committee members, trained staff and regulatory agencies as required by contract or law. Access is approved solely by the Director of Provider Network and/or the Director of Human Resources for appropriate individuals upon hire, or after specific request by regulatory agencies or Committee members. 
D. Electronic information is password protected with passwords set to expire every 90 days.         Computers must be locked when the employee walks away from his/her work station to avoid unauthorized access.  

E. Committee members and staff with access to credentialing information will be required to complete confidentiality training and sign a confidentiality statement to preserve confidentiality annually. 
F. During the course of completing the responsibilities of the credentialing process, BMHA staff members or Credentialing Committee members may encounter Individually Identifiable Health Information.  If this occurs, employees and committee members are required to preserve confidentiality.  

FORMS:  Credentialing Committee Confidentiality Statement
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