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POLICY:  Employees, students and volunteers shall follow the guidelines outlined in this policy, which serve to safeguard protected health information (PHI) from inappropriate use or disclosure. BMHA will reasonably safeguard PHI to prohibit incidental uses or disclosures. 
PURPOSE:  To establish guidelines for safeguarding PHI. 
PROCEDURE FOR SAFEGUARDING PROTECTED HEALTH INFORMATION

Bulletin boards/dry erase boards:

· Bulletin boards/dry erase boards located in areas where they may be seen by consumers or visitors may not contain PHI.

Computer screens:

· Computer screens at workstations must be positioned so that only authorized users may view the display.  When screens cannot be relocated, filters, hoods or other devices shall be used.
· Computer displays will be configured to go blank, or to display a screen saver, when left unattended for more than a brief period of time.  The period of time will be determined by the IT Manager/HIPAA Security Officer. Wherever practical, reverting from the screen saver to the display of data will require a password.
· Computer screens left unattended for longer periods of time will log off the user.  The period of time will be determined by the IT Manager/HIPAA Security Officer.
· Computer monitors are to be locked when employees are away from their workstation/office.

Oral Communications:

· Employees will not disclose PHI to any person or entity, other than as necessary to perform their job duties and as permitted under Federal and State confidentiality laws. Employees must check to verify if there is a current signed authorization to release information prior to disclosing it.
· Employees are to use discretion when discussing consumer information with others. Oral communications concerning consumer care should be conducted in private on a need-to-know basis and not in public areas. Reasonable efforts must be made to limit the use or disclosure of requests for PHI to the minimum amount necessary to accomplish the intended purpose. 
· Without obtaining consumer consent before leaving messages with family and friends of the consumer or on answering machines, only the minimum necessary information should be left on any answering machine or in any message (i.e., simply identifying the caller and asking the relevant individual to return the call).
Copying medical records and other PHI:
· When PHI is copied, only the information that is necessary to accomplish the intended purpose for which the copy is being made, may be copied.  This may require that part of a page be masked.

· Copy machines will not be located in “public areas”.
Desks/countertops:
· Consumer records and other documents containing PHI on desks, counters or other places must be placed face down or concealed to avoid access by unauthorized persons. 
· Consumer records and other documents containing PHI will not be left in plain sight on counters, desks or other places after business hours.

· Supervisors will take reasonable steps to provide all work areas where PHI is used in paper form with locked storage bins, locked desk drawers or other means to secure PHI during periods when the work area is left unattended.

Disposal of paper with PHI:

· Consumer records and other documents containing PHI must be shredded when no longer needed.  BMHA contracts with a record management company to securely pick-up and shred paper documents. Shred bins are located at all BMHA sites. Paper documents containing PHI should not be disposed of in wastepaper baskets. 
Working Remotely:

· Any employee who is authorized to work from home must adhere to all agency policies and procedures regarding the security and privacy of PHI. Employees are to seek prior approval from their Supervisor and/or IT Manager/HIPAA Security Officer if necessary, before working from home. Employees are responsible for ensuring any PHI in their possession is kept secure at all times while working remotely.  
Clinical records carried from one location to another:

· When an employee is transporting PHI, it may not be left unattended unless it is in a locked vehicle, in an opaque container or sealed envelope.  Locking the vehicle alone is not sufficient. It is the employee’s responsibility to ensure PHI in their possession is kept safe and secure at all times.
Clinical record storage:

· Areas where clinical records and other documents that contain PHI are stored must be kept secure at all times.

· Wherever reasonably possible, PHI will be stored in locked cabinets within a locked room.

· Where locked cabinets are not available, the storage area must be locked when no employee is present to observe who enters and leaves. No unauthorized personnel may be left alone in such areas without supervision.

Personal electronic devices including but not limited to smartphones, personal laptops and tablets:

· BMHA’s privacy and security policies and procedures apply to any PHI that is stored on an electronic device.

· Users of electronic devices are responsible for ensuring the PHI on their devices is kept secure and private by the use of passwords and other means.
· Users of electronic devices are responsible for ensuring all BMHA data is wiped from any electronic device if obtaining a new electronic device. 

· Any loss or theft of an electronic device thought to contain PHI must be reported to the IT Manager/HIPAA Security Officer and Director of Regulatory Compliance/HIPAA Privacy Officer immediately. 

· BMHA shall have the right to access all electronic devices to the extent they contain PHI.

· HIPAA Security Officer or his/her designee will maintain a list of staff who utilize electronic devices and receive assurance from staff that they are password protected.

· Prior to using any personal electronic device that contains any PHI, the device must be approved by the IT Manager/HIPAA Security Officer or his/her designee.  A signed agreement will be obtained prior to an employee using a personal electronic device and forwarded to Human Resources to keep on file. 
Use of E-mail:

· Consumer information may not be transmitted by e-mail to external parties (other than SWMBH, SWMBH Affiliates, External Contracted Providers and regulatory/government organizations as required).

· Employees should confirm the intended recipient’s e-mail address before sending any e-mails containing PHI outside of the agency.

· All e-mails sent outside the agency containing PHI must be encrypted. 

Means of Communication:

· E-mailing and text messaging should not be used as a means of communication with consumers or family members unless they have requested special communications and have signed the email/text consent form located in the Legal Section of the IRIS home page.  Employees should confirm the intended recipient’s contact information before sending any text messages or e-mails.
Printers and fax machines:

· Printers, scanners and fax machines must be located in secure areas where only authorized employees can have access to documents being printed, scanned or received.

· Employees should confirm the intended recipient’s fax number before sending any fax containing PHI.

· Fax machines should be “swept” at least twice a day to ensure documents are picked up in a timely manner. 
· Documents containing PHI printed off department printers used by multiple employees must be picked up immediately.

Subsidiary databases:

· Any member of the BMHA workforce who maintains a separate database containing PHI must make it known to the Director of Regulatory Compliance/HIPAA Privacy Officer and IT Manager/HIPAA Security Officer.

· The Director of Regulatory Compliance/HIPAA Privacy Officer and IT Manager/HIPAA Security Officer must determine whether this database constitutes a “designated record set”.

· The IT Manager/HIPAA Security Officer must ensure the data stored is secure, in compliance with HIPAA Security and relevant BMHA policies.

· Any employee, student or volunteer who uses and discloses PHI in a subsidiary database must follow BMHA policies and procedures.
Employee, student and volunteer vigilance:

· Employees must confirm names, telephone numbers, mailing addresses, e-mail addresses and fax numbers before sending any correspondence with PHI. Consumer contact information must be kept up to date in the electronic health record at all times.

· Employees are not to send out clinical documents containing PHI themselves. All requests must be processed through the Medical Records Department’s Release of Information Coordinator. 
· Employees are responsible for complying with HIPAA privacy and security policies and safeguarding consumer information at all times.

· Employees must report any HIPAA privacy and security violations as well as suspected violations to the Director of Regulatory Compliance/HIPAA Privacy Officer and the IT Manager/HIPAA Security Officer. 
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